Mpunoxenne Ne2. Uadopmanmonnas naMaTka 415 00y4aromuxcest Aj1st pasMenieHus Ha
opunnaasabix Hurepuer-pecypeax

C KaXIpIM TOZOM MOJIOJIE)KH B HHTEPHETE CTAHOBUTHCA OJIblNe, a MKOJIBHHKH OJHH M3
caMBIX 4KTHBHBIX IIOJb3oBarenel Pynera. Mexay TteM, NOMHMO OIPOMHOrO KOJHYECTBa

BO3MOXKHOCTEHN, HHTEpHET HeceT W mpoliembl. DTa maMsaTKa JO/DKHA noMods Tebe Ge3omacHo
HaXoJHUTBCA B CCTH.

Komnvromepnuvie eupycel

KoMmeioTepHblii  BHpYyC — 3T0 Pa3HOBHIHOCTb KOMIBIOTEPHBIX  IIPOrpaMm,
OTJIAYATENBHON OCODEHHOCTBIO KOTOpOH #BIsiercs CHOCOOHOCTE K  pasMHOXEHHIO. B
NOTOJIHEHHE K 3TOMY, BHPYCBHI MOT'YT IIOBPEIHTh WM IMOJHOCTHIO YHHYTOXKHTH Bee (aiiibl u
JlaHHbIe, NOAKOHTPOJBHBIE MOJbL30BATENIO, OT HMEHH KOTOPOro Oblla 3amylneHa 3apak&HHas
[IporpaMma, a TakiK€ NOBPEJUTh HJIHM [JaKe YHUYTOXUTHL ONEPAlMOHHYIO CHCTEMY CO BCEMH
Gaiinamu B uenom. B GoJBIIHHCTBE CiTyuaeB paclpoCTPAHAIOTCS BUPYCH! Yepe3 HHTEpHET.

MeTob! 3aUIHTEL OT BPeJOHOCHBIX IPOTPaMM:

1. Hcnons3yi cOBpeMeHHBIE ONEpallHOHHbIE CHCTEMEI, HMEIOIHE CephE3HbIH YPOBEHb
3aIUTEl OT BPEJOHOCHBIX IIPOrpaMM;

2. TlocrosiHHO ycraHaBnuBail mauTH (MMGPOBEIE 3allJIATKH, KOTOPHIE ABTOMATHYECKH
YCTaHABJIMBAIOTCS C LENBI0 J0paldTKM IpOrpamMMebl) M JApyrue OOHOBJIEHHUS CBOEH
oneparMoOHHON cucrembl, CxauuBai HX TONBKO ¢ OQHIMATIBHOIO caifTa paspaboTunka
OC. Ecnu cymiecTByeT pesxuM aBTOMaTHYeCKOro 0OOHOB/ICHHS, BKJIFOYH €ro;

3. Pabotait Ha cBOEM KOMIIBIOTEpE MO/ paBaMM MOJIb30BATENs, a HE aIMHHHCTPATOpA.
910 He MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATBECS HA
TBOEM MEPCOHAILHOM KOMIIBIOTEPE;

4. Vicnone3yll aHTHBHPYCHBIE IPOTPAMMHBIE ITPOIYKTEl M3BECTHBIX IIPOM3BOAUTENEH, C

aBTOMaTH4eCKMM OOHOBIEeHHEM 0a3;

Orpanuyp QU3HIECKUH 1OCTYN K KOMIIBIOTEPY /U1 IIOCTOPOHHMX JIMIL;

6. Hcnomn3yit BHEIIHME HOCHTENM HHPOPMAIIUK, TaKKe Kak dnemxka, quck wiu daiin u3
MHTEPHETa, TOJIBKO U3 NPO(QEepPEHHBIX UCTOYHHUKOB;

7. He oTkpeiBaii KOMIbBIOTEpHBIE (haHiibl, MOJNYYEHHBIE H3 HEHAJEKHBIX MCTOYHHKOB.

Haxe Te ¢aiinbl, KoTOpble mHpHcnan TBOW 3HaKOMENi. Jlydime yTouHH y Hero,
OTIpAaBIsI T OH Tebe ux.
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Cemu WI-FI

Wi-Fi - 310 He BHJ nmepeadu JaHHEIX, He TEXHOJIOTHS, a Beero Jumb 6peny, Mapka. Eme
B 1991 rony muzepnaHackas KoMIaHus 3aperucrpuposaia Openn « WECA», uto o6o3nagano
cnosocoyeranue « Wireless Fidelity», KoTopsiit mepeBoauTcs Kak «6ecrpoBOAHAsS TOYHOCTHY.

Jo namero BpemeHH jouuia apyras aOOpeBuarypa, KOTOpas SBJIS€TCS TakKod e
TeXHOJIOrHeH. J10 ab6pesuarypa « Wi-Fin. Takoe HasBanue GbIIO JaHO C HAMEKOM Ha CTAHJApT
BBICIIU#H 3ByKOBOM TexHuku Hi-Fi, uTo B mmepeBozie 03HayaeT «BbICOKAsA TOYHOCTEY.

Ha, Gecnnatupiil HHTEpHET-AOCTYI B Kade, OTE/SIX W apONOpPTax SBJAETCS OTIHYHON

BO3MOXHOCTBIO BbIX0/Ia B uHTepHET. Ho MHOrHe sxcneprs! cunraroT, 9ro obmeaoctynasie Wi-
Fi cern He sBnsroTCSH GE30NaCHBEIMHE.

Cosetsi o GezonacHocTr padoTe B 00menocTynHEIX cetsx Wi-fi:



He nepenamait cBoioo nuuryro MHGOpMamuio uepe3 obmenoctynseie Wi-Fi cern.
Paotas B HHX, )KelaTeJlbHO He BBOAMUTH NApONH JOCTyNA, JOTMHBI H KaKHE-TO
HOMEpA;

Wcnone3yit u 0OHOBNsH aHTUBUPYCHBIE MporpamMMsl U OpaHaMayep. Tem caMbIM Tel
obe3onacuinb ceds OT 3aKa4Ku BUPyca Ha TBOE YCTPOHCTBO,

IIpu wucnons3oBanuu Wi-Fi otkmoun Oynkumio «O6mmit poctyn k daiinam u
npuaTepamy. JlaHHas GyHKIHS 3aKpeiTa 10 YMOJYAHHIO, OJHAKO HEKOTOphIE
T0JIB30BATE/H AKTHBUPYIOT €& Ui yA0o0CTBa HCIONBE30BaHMsS B paboTe wiH ydebe;

He ucnons3yit nybomwunsit WI-FI m1a nepenaun NHYHBIX NaHHBIX, HAPEMED JUIA
BBIXO/Ia B COLIMAILHBIE CETH HJIH B 3JIEKTPOHHYIO IIOYTY;

Hnone3yit Toneko 3ammueHHoe coenunenue uyepes HTTPS, a ne HTTP, 1.e. npu
Habope Beb-azpeca BBOAH HMeHHO «https://»;

B wmoOwimHOM Tenedone oTtkmoun Qyskmmo  «Jlogkmogenne k  Wi-Fi

aBTOMaTH4YeCKH». He nonyckai aBTOMaTH4eCcKoro NOAKIIOYCHHs YCTPOHCTBaA K CETAM
Wi-Fi 6e3 TBoero coryacus.

L]
Coyuanenvle cemu

CouumanbHele CeTH aKTHBHO BXOJAT B Hallly )KW3Hb, MHOTUE JIIOAH PaboTalOT U KUBYT
TaM MOCTOAHHO, a B Facebook yke 3aperscTpupoBan MUTHAPH Y€JIOBEK, YTO ABJIACTCS OIXHOMN
cellbMOM BcexX KuTened IulaHeTsl. MHOTHE MOMb30BaTeNd HE NMOHMMAIOT, 4TO HMHGOpMAIus,
pasMeleHHas UMM B COLHATBHBIX CETAX, MOXKET OBITh HaliZieHa ¥ HCIOJB30BaHa K€M YTOJHO, B
TOM YHCIIE HEe 00513aTeIbHO C 6J1aruMu HaMepeH HsIMH.

OcHOBHBIE COBETHI IO OE30ITACHOCTH B COIHANBHBIX CETHX:

1.

Z;

Orpanuue crnucok Jpyseit. Y 1ebst B ApPy3bsiX HE JOKHO OBITH CIyYalHBEIX H
HE3HAKOMBIX JIIOMEH;

3amuinai CBOIO YacTHYIO ’Ku3Hb. He ykaspiBai maposu, TenedoHsl, axpeca, aary
TBOEr0 POXKACHUS M JPYrylO0 JIHYHYI0 MHGOpPMaIHIO. 3M0YMBIIUIEHHHMKH MOTYT
HCIIOIB30BaTh AaXe HHOOPMAnMIO O TOM, Kak Thl M TBOHM POJHTENH IUIaHHpyeTe
NPOBECTH KAHUKYIIBI;

3amminail CBOIO pemyTalMIO - JepXH ee B YHCTOTe H 3afaBail cebe Bompoc: xoren Obl
Thl, 9T00BI JPyTHE TONB30BAaTENH BHICIH, YTO Thl 3arpyxaems? [loxymai, npexne
H9EM YTO-TO OIyOJIMKOBATh, HAIUCATE U 3aTPy3HUTh;

Ecny TH TOBOPHINE ¢ JIIOABMH, KOTOPBIX HE 3Haellb, HE MCHOJIB3YH CBOE pealbHOe
HMA H JPYTyIO JIHYHYI0 HHpOpMALMH: HMs, MECTO XHTEIbCTBA, MECTO y4eObl H
npo4ce;

W3berait pasmemenus gororpaduit B iurepreTe, rae Tbl u3006paXkeH Ha MECTHOCTH,
10 KOTOPOH MOKHO OIIPEJEIMTh TBOE MECTOIOIOKEHHE;

Ilpu peructpanus B CONMANbHONR ceTH HEOOXOAMMO HCII0JIB30BATH CIOXKHBIE IAPOIIH,
cocTosimue U3 OykB ¥ udp U ¢ KONHYECTBOM 3HAKOB HE MeHee 8;

Jist couranbHON CeTH, OYThI H JPYTHX CaiiTOB HEOOXOIMMO HCIIONIB30BaTh Pa3HbIe

napomu. Torna ecmm Tebs B3IOMAIOT, TO 3I0YMBINUIEHHUKH T1Oy9aT HOCTYI TOIBKO
K OZIHOMY MECTY, @ HE BO BCE Cpa3y.

OnexmponHble OeHbeu

ONeKTPOHHbIE JEHIM — 3TO OYEHb YJAOOHBIA COCOG IIaTe)XeH, OHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTAT IOJIYYUTh 3TH ACHBIH.

BJ'[CKTPOHHBIe ACHBI'H TIOABHIIMCH COBCEM HEJaBHO W HMEHHO H3-3a 3TOr0 BO MHOTHX
roCyAapcTBax A0 CHX IIOp He IPOITHCAHO IIPO HUX B 3aKOHAaX,



B Poccum ke OHH (YHKIMOHMPYIOT B O HHX YX€ [PONHCAHO B 3aKOHE, IE MX
pa3fensioT Ha HECKOJBKO BHJIOB — QHOHMMHBIE M HE aHOHHMHBIE. PasHuma B TOM, YTO
QHOHHUMHBIE - 3TO Te, B KOTOPBIX pa3peruaeTcs NMPOBOAMTH onepanuu Oe3 uaeHTHHKAHA
TMO/Ib30BaTElIs, & B HEAHOHMMHBIX MAeHTH(HKAIMA [TOIH30BATEIS SBIACTCA 00A3aTENBHOM,

Taxxe cjeAyeT pa3aMyarh JIeKTpOHHbIe (HaTHbIE NEHBIH (PaBHBI IOCYNAPCTBEHHBIM
BATIOTaM) U DJIEKTPOHHEIE HeHaTHEIe JeHbIH (He paBHBI TOCYIapCTBEHHBIM BaITIOTaM).

OcHOBHBIE COBETHI 110 Oe30macHo# paboTe ¢ ANEKTPOHHBIMH JEHBIaMH:

1. Tlpussku K cuery MOOMIbHBIA TenehoH. D10 camblit ya0OHBIH U OGBICTpPEIH criocod
BOCCTAHOBHTbH JOCTYI K cyery. IlpuBsisanHbI TenedoH nmoMmoxer, ecid 3abylemsb
CBOM ILTATEXHBIN ApOJIb WM 3aii/lels Ha caiiT ¢ HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnone3yiit onHopazosele nmapond. Ilocne mepexoja Ha YCHIGHHYIO aBTOPH3ALHIO
Tebe yxe He OyeT yrpoxarh ONacHOCTh KPaXKH HIIU [E€PeXBaTa MIATeIHOrO MapoJis;

3. Broibepu cnoxusrii napons. llpectynuuxam Oyzmer He NpPOCTO YrajiaTh CJIOMKHBIN
napoib. Hagexunsie napoiau — 3T0 Napos, KOTOPEIE COep)KaT He MeHee 8 3HaKOB U
BKJIFOYAIOT B ce0sl CTPOYHBIE M NPONHMCHEIE OyKkBBI, IU(PE U HECKOIBKO CHMBOJIOB,
TakKHe Kak 3Hak JoJuiapa, GyHTa, BOCKIMIaTe bHbIH 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM THYHBIC JaHHEIE HA caifiTaX, KOTOPEIM HE JOBEPSEIIb.

Bﬂexmpomfaﬂ noymd

OJeKTpPOHHAS M0YTa — 3TO TEXHOJIOTHS H IPEIOCTABIAEMEIE €10 YCIYTH [0 IepechUIKe 1
MOJIy9eHHMIO 3JIEKTPOHHBIX COOOINEHHH, KOTOpHIE paclpelensioTcs B KOMIBIOTEPHOH CeTH.
OOBI4HO 9JIEKTPOHHBIA TIOYTOBBIA ALK BEITJISIHT CIIEIYIOLIAM obpazom:

¥Ms_IOJIB30BATENA(@HMs_JioMeHa. Takike KpOMe TiepeJayd IIPOCTOrO TEKCTa, HMEeTCs
BO3MOXKHOCTB IiepeaBarh haitibl.

OcHoBHbIE cOBeTHI 0 Oe30nacHo# paboTte ¢ 3NeKTPOHHOH IOYTOM:

1. Hano BrIOparh NpaBHIIBHBINA MOYTOBLIH cepBHC. B HHTEpHETE €CThH OrPOMHBIN BHIOOD
OecriaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIYYIIE JOBEPATH TEM, KOTO 3HAeUIb U KTO
IIEpPBBIA B peHTHHTE;

2. He yxasbiBait B jM4HO# moure jmunyio uHGopmanmio. Hanpumep, nydme BuiOpats
«MY3BIKIbHBIH _(panaT@» uiu «pox2013» BmecTo «remal3»;

3. Hcnonp3y# ABYX3TalHYIO aBTOPU3ALMIO. JTO KOI/ia HOMHMO I1apOoJis HYKHO BBOIUTH
KOJI, IPUCBUIaeMbIH 110 SMS;

4. Beibepn cnoxkHeit naposnb. JUIs KaXIOro MOYTOBOTO AINMMKA JO/DKEH OBITH CBOM
HAJIEHKHBIH, YCTOHYMBEIA K B3/I0MY 11apoJIb;

5. Ecid eCTh BO3MOXHOCTH HAIHCAaTh CAMOMY CBOIf JMYHBEIH BOIPOC, HCTONB3YH 3TY
BO3MOXKHOCTB;

6. Wcnmome3y#t HECKONBKO HOYTOBBIX AIIMKOB. IIepBBIM /IS YaCTHOW TNEPENHCKH C
agpecaramH, KOTOPBIM Tbl JIOBepsielllb. OTO 3JICKTPOHHEIM aapec He Hajlo

MCIIOJNB30BATh [IPH PErucTpalvy Ha popymax u cairax;

He otkpeiBaii ¢aiiibl u apyrue BIOXeHHMs B IMCbMax Jake €CJIM OHH IPHULIH OT

TBOMX JApy3ei. Jlydiie yTOuHH y HUX, OTTIPABIISIN S OHU Tebe 3TH (aisl;

Ilocne oxoHyanus paboTBI Ha MOYTOBOM CEPBHCE NEPE] 3aKPHITHEM BKJIAIKH C
caiiToM He 3a0yap HAXATh Ha «BeIATHY.



Kubepbyanune wiu eupmyanvroe usoesamenscmeo

KuGepOynnmuer — mpeciefoBaHue COOOMIEHHSMH, COACPXKAIIMMH OCKOpOeHwus,

arpeccHio, 3alyrMBaHHUe; XYJIHIAHCTBO; COLHaTbHOEe OOMKOTHPOBAHHE C IMOMOIIBLIO Pa3IHYHBIX
HHTEPHET-CEPBUCOB.

OcHoBHEIE coBeThI 110 Gopsbe ¢ kubepOyLHErOM:

1. He Gpocaiics B Goit. JIyumnii cnocob: mOCOBETOBATHCS KaK ceOs BECTH M, €C/IA HET

TOro, K KOMY MOXHO 00paTHThCs, TO BHa4aje YCIOKOMThCH. EciM Thl HadHelb

oTBeYaTh OCKOpOIeHHsMH Ha OCKOpOJNEHHs, TO TOJNBKO eme Goiblne pa3oxiKeIlsb

KOH(IHKT;

VYupasnsii cBoeit kubeppenyranueii;

AHOHHUMHOCTb B ceTH MHEMMas. CymecTBYIOT crnocoObl BBIICHHTB, KTO CTOHT 3a

AHOHMMHBIM aKKayHTOM;

4. He crout BecT XynuraHckuii 00pa3 BuptyansHoi xusHu. aTeprer pukcupyer Bce
TBOM JIeHCTBHS M COXpAHAET UX. Y AamuTh uX OyaeT KpalHe 3aTpyJHHTEIBHO;

5. Cobmronaii cBo#t BUPTYaAIBHYIO YECTh CMOJIONY;

6. WrnopupyH emuHH4HBIH HeratuB. OjHOpa3oBble OCKOpOHTENBHBIE COOOIIEHMS
Jayviie HrHopupoBaTh. OOBMHO arpeccus NpeKpamaercs Ha Ha4albHO! CTaIuu;

7. bau arpeccopa. B mporpamMmax o6MeHa MrHOBEHHEIMH COOOINEHUAMHU, B COITHANIBHBIX
CeTAX €CTh BO3MOKHOCTH OIOKMPDOBKH OTHIPaBKH COOOLIEHWH C ONpeleNeHHBIX
aJipecos;

8. Ecim 1Bl cBumerens xubepOynmunra. TBom HEHCTBHA: BBICTYIHMTH IIPOTHUB
TIpecliefioBaTelis, IOKa3aTh €My, 4YTO €ro JEHCTBHS OIEHHBAIOTCH HETaTHUBHO,
NoJJiepXKaTh JKEPTBY, KOTOpOH HYXHa IICHXOJIOTHYecKas IOMOIIb, COOOIIHTH
B3pOC/IBIM O (haKTe arpeCCHBHOIO MOBEJICHHS B CETH.
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Mobunoreiii menegon

CoBpemeHHBIE CcMapThOHBI M IUIAHIIETHL cojepkaT B cebe BHOOJNHE B3POCIHEBIH
(ynknuonan, M Temepb OHH MOTYT KOHKYPHPOBATb CO CTAallMOHADHBIMH KOMIIBIOTEPAMH.
Opnaxo, cpeAcTB 3aIUTHI A1 OAOOHBIX YCTPOKHCTB NMOKa 0Y€Hb Majlo. TecTHpPOBAHHE M MOKCK

yA3BHMOCTElf B HHX NMPOMCXOJMT HE TaK MHTeHCHBHO, Kak mia [TK, To e camoe xacaercs u
MOOHIIBHBIX TIPHIIOKEHHHA.

COB]JCMCHHBIE: MOOHIBHEIE 6pay3epm YK€ NPAKTHYECKH NOI'HaJIM HacTOJIbHBIE aHAJIOTH,

OJTHAKO paCHIupCHHE [b}’HKLIHOH&Ila BieyeT 3a coboi GOHBH]y}O CIIOKHOCThP H MCHBIIYHO
3alIHIICHHOCTD.

,[Ianelco HE BCE IMPOH3BOIHUTE/IN BBRITYCKAIOT 06HOBHCHHS{, 3aKPBIBAKONIHE KPHTHYECKHE
YA3BHMOCTH 1J1 CBOHMX YCTPOﬁCTB.

OcHOBHBIE COBETHI U151 0€30MMaCHOCTH MOOKIIBHOTO 'I‘CJIB(I)OH&:

1. Hwugero me sBnsercs mo-HacrtosiueMmy GecruiaTHbM. Byap OCTOpoXeH, Beab Koria
Tebe mpennararoT OeclIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO
IUTaTHBIE YCIIYTH;

2. Hymaii, npexxae 4em otnpaButh SMS, ¢poto win Buaeo. Thl TOYHO 3HACIIB, IIE OHH
OynyT B KOHe4HOM HTOTE?

HeobxonumMo 06HOB/IATE ONIEPalIHOHHYIO CHCTEMY TBOEro cMapTdoHa;
Hcnone3yii aHTHBHpPYCHBIE NPOrPaMMBI /st MOOHIIBHBIX TeIe(OHOB;

L




5. He 3arpy:xai NpuIOKeHHsS 0T HEH3BECTHOTO HCTOYHHKE, BEb OHH MOTYT COAEPKaTh
BPEIOHOCHOE IporpaMMHOe 00ecTieyeHuE;

6. Ilocie Toro Kak Tsl BeIiAeLIs C cadta, I/ie BBOJWI JIMYHYI0 HHpOpMANHUIO, 3aii1u B
HacTpoiiku Opay3epa u yaanu cookies;

7. llepuopmdecku NpoBepsaH KaKue MIaTHbIC YCIYTH aKTHBUPOBAHEI HA TBOEM HOMEpE,

8. Jlasaii cBoii HOMep MOOHIBHOrO TenedoHa TOJBKO JIOAAM, KOTOPBIX ThI 3HACIb H
KOMY JIOBEpsieLIb;

9. Bluetooth momkeH ObITh BHIKIIIOYEH, KOTJa THl MM He mojb3yemsces. He 3abrpisait
MHOTa IIPOBEPSTH 3TO.

Online uzpwi

COBpeMEHHHe onnaﬁn-nrpm — B3T0 KpacO4HBIC, 3axBaTbIBAIOINHE pasBJICUCHHS,
00BbEeIMHSIONINE COTHH TBHICAY YeJIOBEK IO BCEMY MHDY. Hl"pOKH HCCJIENYIOT JIaHHBIA UM MHD,
obwarores JApyr ¢ APYroMm, BBINTOJIHAKOT 3aJ1aHUs, CPa)KaroTCA ¢ MOHCTPAMH H MOTYYarOT OIIBIT.

3a yn0oBONBCTBHE OHM IUIATAT: [OKYIAKOT JAUCK, OIUIAYMBalOT aboHeMEHT uiaM mpuobperaior
KaKHe-TO OIIIHH.

Bce atH cpeactsa MAYT Ha MOJEpKAHWE M DPa3sBHTHE MIPH, a TAKXKe Ha camy
0e30macHOCTh: COBEPHICHCTBYIOTCS CHCTEMBl AaBTOPH3ALMH, BBINYCKAIOTCS HOBHIE MATYH
(umudporble 3aruTaTKy I IPOrPaMM), 3aKphIBAIOTCS YS3BHMOCTU CEPBEPOB.

B noso0GHBIX Hrpax CTOHT OmacaTbcs HE CTOJBKO CBOMX CONEPHHMKOB, CKOJBKO KpaXkH
TBOEro NapoJjs, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOpH3alMH OOJILIIHHCTBA UID.

OCHOBHBIE COBETHI 110 0€30ITACHOCTH TBOETO HI'pOBOI'O aKKayHTa:

1. Ecnu apyro# urpok Beaer ceds Ioxo WM co3gaeT Tebe HeMpHATHOCTH, 3a6I0KUpyH
€ro B CIIMCKE UTPOKOB;

2. Tloxanyiics amMMHHCTPAaTOpaM HIpPHl Ha IUIOXO€ TIOBEACHHME ITOrO HIPOKa,
HKENATCIIbHO ITPHIOXKHTE KAKHE-TO JOKa3aTE/IbCTBa B BHOE CKPHHOB,

3. He ykaspBaii tuanyio uHpopmanmio B npodaiine urpsl,

4. VYpaxail JpyruX y4acTHHKOB IIO HIpE;

5. He ycranasnupail HeopHuIMaIbHbIe NATYH H MOJIBI,

6. Hcnonn3y#t ClIOXKHbIE W Pa3HbIC APOJIH;

)

Jlaxxe BO BpeMs HIphl HE CTOHMT OTK/IIOYATh aHTHBHpPYC. [Toka TeI Wrpaems, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

Duuiunz UlU Kpaxca 1UYHbIX OaGHHBIX

OGbruHOM Kpakelf NeHer W NOKYMEHTOB CErOAHS yXe HHMKOrO HE YAMBHINb, HO C
Pa3sBUTHEM WHTEPHET-TEXHOJOTHH  3/IOYMBIIUICEHHHKH TI€PEMECTHIMCE B HWHTEPHET, W
MPOOJDKAIOT 3aHUMATBCSH «TIOOUMBIMY [EJIOM.

Tax mosBunace HoBas yrposa: HHTEPHET-MOIIEHHHYECTBA HITH Cblrﬂ'.llHHF, TJIaBHasA Leb
KOTOpPOro COCTOMT B MOJIYYCHHH KOH(i)HJIEHU,HaJIBHBD( JaHHBIX I0JIL30BATENIeH — JIOTHHOB H

naposnei. Ha anrmuiickom sssike phishing unraercs kax gummnr (ot fishing — priGuas nosis,
password — mapos).

OcHoBHbIe coBeTE 110 Gopsbe ¢ GumuETroM:

1. Cuexn 3a csomm axkaynToM. EciM Tl NMOZO3peBaemIb, 4TO TBOS aHKeTa Obua

B3/IOMaHa, TO HEOOXOAMMO 3a0NOKMpOBaTh €€ M COOOIMTH aIMHHHCTPATOpaM
pecypca 06 3ToM Kak MOKHO CKOpee;




2. Hcnone3yit OesomacHeie BeO-caiiThl, B TOM 4YHCIE, HHTEPHET-Maras’HHOB H
NOMCKOBBIX CHCTEM;

3. Hcmone3yit cnoxueie W pasHbie mapond. Takum obpasoM, ecnu Tebs B3IOMalOT, TO
3MOYMBIIIUIEHHUKH TI0JydaT AOCTYII TOJBKO K OHOMY TBOEMY NMPOQUIIIO B CETH, a HE
KO BCEM]

4. Ecmu Tebs B3noMaid, TO HEOOXOAMMO IIPEAYNPEAHTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE€ N00aBjIeHbl ¥y TeDs B APY3bsiX, O TOM, YTO TeOsA B3JIOMaIX M, BO3MOXKHO, OT

TBOEr0 HMEHM OYIeT PacChUIATECS CTIAM M CCBUIKY Ha (DHIIHHIOBBIE CalTHI;

Veranosu Hanexusiid napons (PIN) Ha MoOnibHBIH TenedoH;

OTkimo4Yn coxXpaHeHnue napois B Opaysepe;

7. He oTkpbiBail daiinsl ¥ Apyrue BIOKEHHS B IHCbMaX JaXe €CIH OHH NPHIUIA OT
TBOMX Jpy3ei. JIydmie yrouHH y HAX, OTIPABIISIIA JIH OHH Tebe 3TH daiiisbl.

N W

Hugpposas penymayus

[udposas pemyrauus - 5TO HeraTMBHAs WM IO03WTHBHAS WHGOpMalHs B ceTH o Tele.
Kommpomerupyiomas uH@OpManns pa3MelleHHAs B WHTEPHETE MOXET CEPbe3HBIM 00pazoM

OTPa3sHUTLCA HA TBOEH peanbHOM u3HH. «LludpoBas penytauus» - 370 TBOH MMHIUK, KOTOPHIH
dopmupyercst H3 HHGOpMaLHH 0 Tede B UHTEpHEeTe.

TBoe MecTo XuUTelbCTBA, y‘lesbl, TBOE quchonoe IIOJIOXKEHKE, OCOOEHHOCTH Xapaxkrepa
H pacckaskl O OIM3KMX — BCE 3TO HAKAILUIMBAETCH B CETH.

MHoOrue NoJApPOCTKH JIErKOMBICIEHHO OTHOCATCS K IyONMKAlMK JTHYHOM MHbOpMannu B
WnTepHeTe, He TOHUMAasi BO3MOXKHBIX MOCTIEACTBHN. ThI jae HE CMOXEITb JIOTafaThCs O TOM,
410 oTorpadus, pa3MemieHHas 5 JIeT Ha3aj, cTala MPUYUHON 0TKa3a NMpHHATH TeOs Ha padoTy.

Kommenrapun, pasmelieHne TBOMX ¢ororpaduit um japyrne AeHCTBHA MOryT He
HCYE3HYTh J@Ke II0CNAe TOro, Kak Thl MX yHanuib. Thl HEe 3Haemlb, KTO COXPaHHI 3Ty
HHPOPMAIHIO, MOIaja JIH OHAa B [IOMCKOBBIC CHCTEMBbl H COXpaHMIACh JIM OHA, a IJIABHOE: 4TO
noaymaoT o tede OKpykaromiee JIIOAM, KOTOphEe HAWAyT ¥ yBuaar 3to. Halitn undopmanmio
MHOIO JIET CIIyCTS CMOXeT JOOOH — Kak M3 J0oOphIX moOyxaeHuH, Tak H ¢ HaMepeHHeM
NPHYMHHATE Bped. DTO0 MOXKET ObITh KTO YTOAHO.

OCHOBHBIE COBETEHI 110 3aLIHTe IA(POBOI penyTalun:

1. Tlomymaii, mpexxne yeM 4TO-TO NMYyOIMKOBaTh M IepenaBarh y cebs B Giiore uimm B
COIIHATBLHOM CeTH;

2. B nacTpoiikax npo)uis yCTaHOBM OrpaHHYEHHS Ha IPOCMOTP TBOErO MPO(HIIS U ero
COZIEPIKMMOTr0, CAENai ero TOJBKO «IJI APY3eH»;

3. He pasmemail 1 He yka3pBad WH(OpPMALKUIO, KOTOpas MOXET KOro-iubo ockopbIsTs
A 00OMIKaTh.

Aemopckoe npaso

CoBpemeHHbI€ IUKOILHHKH— aKTHBHBIE I10JIB30BATeNH LH(POBOTO MPOCTPAHCTBA.
OzHaKo Aaneko He BCe 3HAIOT, YTO [OJIb30BaHHE MHOTHMA BO3MOXHOCTSAMH LM(pPOBOro Mupa
TpedyeT cobmoaeHus MpaB Ha HHTEIUICKTYATbHYIO COGCTBEHHOCTE.

Tepmun «uHTENIEKTYaNbHAS COGCTBEHHOCTE» OTHOCHTCA K DAa3/IMYHBIM TBOPEHHSM
9EJIOBEYECKOr0 yMa, Ha9MHasA ¢ HOBBIX M300peTenuii u 3HaKOB, 0603HAYAIOIIHNX COOCTBEHHOCTE

Ha TpPOAYKTBI M YCIYyTH , M 3aKaHuuBas KHUramu, ¢ortorpapusmu, KHHODHILMAMH U
MY3BIKaJIbHBIMH [1POU3BEICHUAMH.



ABTOpCKHE IpaBa — 3TO IpaBa Ha WHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS
HAYKH, JIATEPaTyphl H HCKYCCTBA. ABTOPCKHE IIpaBa BHICTYIIAIOT B Ka9€CTBE FapaHTHH TOTrO, YTO
MHTEIUIEKTYIbHBIN/TBOPYECKHHE Tpya aBTopa He OyAeT HanpacHbIM, JAcT €My CIpaBelJIHBhIC
BO3MOXXHOCTH 3apa0oTaTh Ha pe3yibTaTax CBOErO Tpy/a, IHONYYHTh M3BECTHOCTL H IPH3HAHHE.
Huxro 6e3 paspemeHus aBropa He MOKET BOCIPOM3BOAUTE €0 IPOU3BEACHHE, PACIPOCTPAHSITS,
MyONMUYHO JIeMOHCTPUpOBATh, INpOfaBaTh, HMIOPTHPOBATH, NyCKaTh B IIPOKAT, IIyONMYIHO
UCTIONTHATD, IOKA3bIBATH/UCIIONHATE B 3dupe Wi pasmemars B MaTeprere.

Hcnonb30BaHie «IIHPATCKOrO» MPOrpaMMHOTO 00ecTiedeHHst MOXKET IIPHBECTH K MHOTHM
pHCKaM: OT I[IOTEPH JAaHHBIX K TBOMM AaKKayHTaMm N0 OJOKMPOBKM TBOEro YCTpoHCTBa, rue
YCTAHOBICHHBbIH He JerajgpHas nporpamma. He crout Taxke 3abbIBaTh, 4YTO CYINECTBYET
jeranpHele U HecraTHbIe TPOrpaMMBl, KOTOPEIE MOKHO HaWTH B CETH.

O nopmane

CereBu4oK.p) — TBOW TINIABHEIA COBETYMK B CETH. 3/4€Ch Thl MOXENIb Yy3HATh O
Ge30macHOCTH B CETH NMOHATHBIM W JOCTYITHBIM S3BIKOM, @ NIPH BO3HHKHOBEHWH KPHTHYECKOH
CHTyalluH OOpaTHTHCH 3a COBETOM. A Tak)Ke NPHHATH yJacTHE B KOHKYpCaX H CTaTh CaMBIM
1M POBEIM rpakIaHHHOM !
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